Funding Applicants and
Recipients - Privacy Notice

INTRODUCTION
Wales Council for Voluntary Action is committed to protecting your privacy.

We treat privacy and confidentiality very seriously. The intention of this privacy
notice is to explain how we process and use personal data in relation to applications
for grant funding from WCVA.

We comply with all aspects of the UK’s data protection law, which includes the
European General Data Protection Regulation (GDPR) and the Data Protection Act
2018.

We manage a number of funding schemes both on our own behalf and on behalf of
Welsh Government and other bodies (‘the Funder/s’) to support their policies and to
contribute to our mission to be a catalyst for positive change by ‘connecting,
enabling and influencing’ and in pursuit of our vision of ‘a future where the third
sector and volunteering thrive across Wales, improving wellbeing for all’.

It is important that you are aware of how your data will be used, please ensure
you read this notice carefully and contact us if you have any questions or concerns.

We may update this Privacy Notice from time to time.



WHO IS WCVA?

We are Wales Council for Voluntary Action (WCVA, referred to in this notice
collectively as we, our or us), a registered charity (registration number 218093) and
company limited by guarantee (registration number 425299).

WCVA is registered as a Data Controller with the Information Commissioner’s Office
(1CO), registration number 26141301.

Our Data Protection Officer is Matthew Brown, who oversees all data processing
activities can be contacted via email at dpo@wcva.cymru or by telephone on 0300
111 0124.

PERSONAL DATA

Personal data means any information about an individual from which that person
can be identified. It does not include data where an individual cannot be identified
(anonymous data).

We may collect, use, store and transfer different kinds of personal data. If you would
like to see how your personal information is used, including for specific services,
please refer to the Using your personal data section at the bottom of this Privacy
Notice.

WHY WE COLLECT AND USE YOUR PERSONAL DATA

We hold your contact details because you have indicated an interest in applying for
funding from WCVA. We may use this data to communicate with you about your
status in relation to our Approved Beneficiary List, about a specific funding
application that you have submitted or about the delivery of your project following
the granting of an award.

We may also contact you from time to time about upcoming funding rounds or with
information about events and training that are specific to the fund(s) you have
applied for. This will be done via our online application and project management
platforms or via email.

We will use our own Project Data System (PDS) to manage projects.
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We will use your information for administration, audit and monitoring of the funds
and will only disclose your information to our funders or delivery partners for the
purposes of research, verification and evaluation or to provide support with the
application process.

Before we provide funding to your organisation, we may undertake checks for the
purposes of preventing fraud and money laundering, and to verify your identity.
These checks require us to process personal data about you, which we may share
with third party fraud prevention agencies. If we intend to use the services of a
third-party fraud prevention agency, we will obtain your explicit consent first.

If you fail to provide personal data

Where we need to collect personal data by law, or under the terms of a contract we
have with you, and you fail to provide that data when requested, we may not be able
to perform the contract we have or are attempting to enter into with you (for
example, to provide you with services). In this case, we may have to cancel a service
you have with us but we will notify you if this is the case at the time.

HOW DO WE COLLECT YOUR PERSONAL DATA?

When your organisation applies for funding from any of the funding schemes we
administer, and if funding is then awarded, we will collect personal information
about you and your colleagues, trustees, directors and key personnel as part of the
application process.

Disclosures of your personal data
We may share your personal data with the following third-parties:

e Service providers: we use some third-party providers to help us run our
organisations, such as service providers who provide IT and system
administration systems, or evaluators to assess our Databases and systems.

e Professional advisers: including lawyers, bankers, auditors and insurers who
provide consultancy, banking, legal, insurance and accounting services.

e Tax authorities: who require reporting of processing activities in certain
circumstances.

e Other stakeholders: this may include but is not limited to:



o Ipswich Software Limited (responsible for the development and
maintenance of MAP and PDS),

Bravo Solution;

Welsh Government;

WEFO (Welsh European Funding Office);

Wales Audit Office;

Social Business Wales;

European Commission, including its auditors or evaluators; and
Third Sector Support Wales partners (County Voluntary Councils).
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We require all third parties to respect the security of your personal data and to treat
it in accordance with the law. We do not allow our third-party service providers to
use your personal data for their own purposes and only permit them to process your
personal data for specified purposes and in accordance with our instructions.

WCVA will not transfer your data to a recipient outside the European Economic Area.
DATA SECURITY

We have put in place appropriate security measures to prevent your personal data
from being lost, used or accessed in an unauthorised way, altered or disclosed. In
addition, we limit access to your personal data to WCVA members, employees,
agents, contractors and other third parties (such as those named above) who have a
legitimate need to know. They will only process your personal data on our
instructions and they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal data breach
and will notify you and any applicable regulator of a breach where we are legally
required to do so.

DATA RETENTION

We will only retain your personal data for as long as reasonably necessary to fulfil
the purposes we collected it for, including for the purposes of satisfying any legal,
regulatory, tax, accounting or reporting requirements. We may retain your personal
data for a longer period in the event of a complaint or if we reasonably believe there
is a prospect of litigation in respect to our relationship with you.



To determine the appropriate retention period for personal data, we consider the
amount, nature and sensitivity of the personal data, the potential risk of harm from
unauthorised use or disclosure of your personal data, the purposes for which we
process your personal data and whether we can achieve those purposes through
other means, and the applicable legal, regulatory, tax, accounting or other
requirements. Some specific examples where we will retain your date for a pre-
determined amount of time are outlined below.

If you have applied for funding provided through the Structural Funds Programmes
in Wales, your data will be kept on secure servers until 31 December 2026, or later if
we are advised by WEFO that this is required for the purposes of managing or
auditing the programmes.

However, if your organisation has been awarded funding under the general block
exemption regulation or the de minimis principle, your personal data will be kept for
ten years from the conclusion of any aid award.

For other funding schemes, we will keep your personal data until, at the latest, six
complete financial years after your funded project has been closed, is free from all
conditions relating to the funding awarded and all payments have been made.

If you are an unsuccessful applicant to a fund that is not provided through the
Structural Funds Programmes in Wales, we will destroy your personal data no later
than one complete financial year after the funding scheme has closed.

We are strongly committed to information security and we take reasonable and
appropriate steps to protect your personal information from unauthorised access,
loss, misuse, alteration or corruption. We have put in place physical, electronic, and
managerial procedures to safeguard and secure the information you provide to us
including the use of encryption and pseudonymisation.

In some circumstances you can ask us to delete your personal data: please see your
legal rights below for further information.

DATA CONTROLLER

A data controller, under GDPR Article 4(7), is the natural or legal person, public
authority, agency, or other body that alone or jointly determines the "why"
(purposes) and "how" (means) of processing personal data. It holds primary
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responsibility for compliance, including data security, breach notifications, and
upholding data subject rights.

Welsh Government is the Data Controller for all personal data required to help
deliver the programme and the relevant privacy notices in this respect are below:

For Welsh Government grants: https://gov.wales/privacy-notice-welsh-government-
grants

We ask you to provide information that is required by us in order to process your
application. In this respect WCVA is the Data Controller.

LEGAL BASIS OF PROCESSING
We will only use your personal data when UK data protection law allows us to.

Most commonly, we process your personal data for the purposes described in this
Privacy Notice, based on the following legal basis: ‘processing is necessary for the

purposes of the legitimate interest pursued by the controller’, Article 6(1)(f) of the
GDPR.

The legitimate interests are those of WCVA to assess your eligibility for funding and
to communicate with you for the administration of that funding, if you are
successful.

PUBLICITY AND USE OF PHOTOS/VIDEOS

It is a condition of some grants offered that adequate publicity be given to the
project to ensure that the positive impact made by these projects is as visible as
possible to the public and stakeholders.

In some instances, this will involve the use of photographs, films and audio
recordings in our marketing materials. Where this is the case, you will be notified at
the outset of the project and we will obtain appropriate written consent at all times.

YOUR LEGAL RIGHTS

Under certain circumstances, you have the right to:
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e Request access to your personal data (commonly known as a subject access
request). This enables you to receive a copy of the personal data we hold
about you and to check that we are lawfully processing it.

e Request correction of the personal data that we hold about you. This enables
you to have any incomplete or inaccurate data we hold about you corrected,
though we may need to verify the accuracy of the new data you provide to us.

e Request erasure of your personal data. This enables you to ask us to delete or
remove personal data where there is no good reason for us continuing to
process it. You also have the right to ask us to delete or remove your personal
data where you have successfully exercised your right to object to processing
(see below), where we may have processed your information unlawfully or
where we are required to erase your personal data to comply with local law.

e Object to processing of your personal data where we are relying on a
legitimate interest (or those of a third party) and there is something about
your particular situation which makes you want to object to processing on this
ground as you feel it impacts on your fundamental rights and freedoms. You
also have the right to object where we are processing your personal data for
direct marketing purposes.

e Request restriction of processing of your personal data. This enables you to
ask us to suspend the processing of your personal data in the following
scenarios:

o If you want us to establish the accuracy of the data.

o Where our use of the data is unlawful but you do not want us to erase
it.

o Where you need us to hold the data even if we no longer require it as
you need it to establish, exercise or defend legal claims.

o You have objected to our use of your data but we need to verify
whether we have overriding legitimate grounds to use it.

e Request the transfer of your personal data to you or to a third party. We will
provide to you, or a third party you have chosen, your personal datain a
structured, commonly used, machine-readable format. Note that this right



only applies to automated information which you initially provided consent for
us to use or where we used the information to perform a contract with you.

e Withdraw consent at any time where we are relying on consent to process
your personal data. However, this will not affect the lawfulness of any
processing carried out before you withdraw your consent. If you withdraw
your consent, we may not be able to provide certain services to you. We will
advise you if this is the case at the time you withdraw your consent.

If you wish to exercise any of the rights set out above, please contact us.
No fee usually required

You will not have to pay a fee to access your personal data (or to exercise any of the
other rights). However, we may charge a reasonable fee if your request is clearly
unfounded, repetitive or excessive. Alternatively, we could refuse to comply with
your request in these circumstances.

What we may need from you

We may need to request specific information from you to help us confirm your
identity and ensure your right to access your personal data (or to exercise any of
your other rights). This is a security measure to ensure that personal data is not
disclosed to any person who has no right to receive it. We may also contact you to
ask you for further information in relation to your request to speed up our response.

Time limit to respond

We try to respond to all legitimate requests within one month. Occasionally it could
take us longer than a month if your request is particularly complex or you have made
a number of requests. In this case, we will notify you and keep you updated.

Complaints

You have the right to make a complaint at any time to the Information
Commissioner's Office (ICO), the UK supervisory authority for data protection issues
(www.ico.org.uk). We would, however, appreciate the chance to deal with your
concerns before you approach the ICO so please contact us in the first instance.

HOW TO CONTACT US



We hope this Privacy Notice has been helpful in terms of how we use personal data
and your rights in relation to such personal data. If you have any questions, please
contact us:

e Email us at dpo@wcva.cymru.

e Write to us at Wales Council for Voluntary Action, One Canal Parade,
Dumballs Road, Cardiff CF10 5BF.

CHANGES TO THIS PRIVACY NOTICE

This privacy notice was last updated on 6 August 2026. We keep this privacy notice
under regular review and may change it from time to time by updating this page in
order to reflect changes in the law and/or our privacy practices. We would
encourage you to check this privacy notice for any changes on a regular basis.
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Appendix 1 -

Using your personal data

We have grouped together the personal data we use as follows:

e |dentity Data: includes first name, maiden name, last name, date of birth,
current role within your organisation, previous experience, and organisation
name.

e Contact Data: includes billing address, personal email address, business
email address and telephone numbers.

e Sensitive Data: includes gender, racial or ethnic origin, health conditions and
any other personal information you provide to us.

¢ Photos and videos: includes photographs, footage and audio recordings as
outlined in paragraph 11 above, in support of marketing and publicity of
some projects.

Purposes for which we will use your personal data — all platforms and services

Purpose/Activity Type of data

To register you as a useror your account (a) Identity
(b) Contact

To aggregate your personal data for evaluation and (a) Identity

analytics reporting
(b) Contact

(c) Sensitive

To process and manage payments (a) Identity

(b) Contact
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To manage our relationship with you which will include:
(a) Notifying you about changes to our terms
(b) Asking you to leave a review or take a survey

(c) Accommodating for any specific requirements you
may have

(a) Identity
(b) Contact

(c) Sensitive

To administer and protect our business, our websites,
and systems that we use to provide our services to you
(including troubleshooting, data analysis, testing, system
maintenance, support, reporting and hosting of data)

(a) Identity

(b) Contact

To deliver relevant website content to you

(a) Identity

(b) Contact

To use data analytics to improve our website, services,
marketing, client relationships and experiences

(a) Technical

To make suggestions and recommendations to you about
services that may be of interest to you

(a) Identity

(b) Contact

To market and publicise certain grant activities in line
with our contractual obligations

(a) Identity

(b) Photo/video

Specific services & platforms

The following portals and services use personal information, either provided by you

or from the Database, to deliver their services to you, or for their own individual

requirements:

MAP

map.wcva.cymru

Personal Data:

e Name

e Email

(1) To support people who are applying
for funding
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e Phone number

e Home address

(2)

Marketing and analytics as part of
service delivery

PDS

pds.wcva.cymru

Personal Data:

e Name

e Email

e Phone number

e Home address

Sensitive Personal
Data:

Yes

(1)

(2)

(3)

Record information relating to
individuals who are benefitting from
the funding

Marketing and analytics as part of
service delivery

Sensitive personal data is recorded
in line with the requirement of the
funder.

CRM

salesforce.com

Personal Data:

e Name

e Email

e Phone number

e Home address

(1)

(2)

The shared database that holds
organisational records, the
interactions TSSW members have
with those organisations, and the
contact information of staff and
trustees of those organisations.

Marketing and analytics as part of
service delivery

Signable

signable.co.uk

Personal Data:

e Name

e Email

e Phone number

(1)

Record information for the secure
signing of documents
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Microsoft Forms

forms.microsoft.com

Personal Data:
e Name

e Email,

e Phone number

(1) Conducting surveys are required
under the funding agreement
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